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1	Decision/action requested
It is requested that to endorse Conclusion and Proposal
2	References
[1]	 R2-2404037: 	" LS on security handling for inter-CU LTM in non-DC cases "
3	Rationale
The document addresses LS R2-2404037 from RAN2, which requests SA3's input on the feasibility and security aspects of proposed key management options for inter-CU LTM. It aims to clarify the implications of each option and provide guidance on their implementation. RAN2 has initiated a discussion on enhancing mobility procedures to include Inter-CU LTM, extending the scope of Rel-18 intra-CU LTM. The key challenge identified is handling security keys during inter-CU LTM cell switches, with several options proposed by RAN2 for consideration. This paper aims to evaluate these options from a security perspective, considering the implications of each on the integrity and confidentiality of the communication.
4	Detailed proposal
In the RAN WG2#125bis meeting, RAN2 discussed on a detailed discussion regarding the aspect of inter-CU LTM cell switch with security key change, aligning with the RAN WID objective of Release 19 Mobility enhancement. This discussion underscored the need for a comprehensive evaluation of the security implications associated with inter-CU LTM, particularly in scenarios not involving Dual Connectivity (non-DC).
Subsequently, RAN2 has reached out to SA3 through their Liaison Statement (LS) R2-2404037, seeking feedback on the proposed solution alternatives for managing security keys during inter-CU LTM in non-DC cases. 
.



Figure 1: LTM HO
As can be seen from the message flow diagram, the current serving gNB configures multiple candidate cells. UE is then provided with a cell switch command to perform LTM HO on one of these candidate cells. UE may then be configured with additional candidate cells or one of the existing released.
A subsequent LTM cell switch is to be supported—that is, a UE can be switched back (and forth) to a cell, reusing the previous reconfiguration of the cell without providing an additional RRC reconfiguration message.  
In the current specifications, AMF provides the gNB with a new {NH, NCC} pair in the path switch message after the completion of an HO.  This pair is to be used for the next HO for Xn based HO.  The key to be used in the target cell is cell-specific and dependent on the target cell's PCI and ARFCN.  Hence, the source gNB provides multiple keys to a candidate gNB, one for each candidate cell.  These candidate cell keys (including when multiple gNBs are preconfigured with CHO) are derived from the same NH.  Note that with CHO (unlike LTM), the candidate configurations are cleared after a CHO execution, and all the new candidates have to be set up again with new keys.   
These current specifications offer key separation between gNBs after one HO.  
RAN2 has outlined four main options for handling security keys during inter-CU LTM, the following observations are made:
Option 1 (Use of MAC CE for security information delivery): While this option simplifies the delivery mechanism, it lacks integrity protection and ciphering, making it vulnerable to attacks. Without integrity protection, there is a risk of targeted man in the middle attack of the NCC, causing failure of the link.  Therefore, it is not recommended from a security standpoint.
Option 2 (Preconfiguration of NCC values): This option, similar to the Rel-18 S-CPAC key update mechanism, offers a more secure approach by using integrity-protected and ciphered RRC signaling. However, the UE and gNBs must manage a list of NCC values and AMF must provide the list of {NH, NCC} pairs.  Additionally, no new {NH, NCC} pair is provided in the Path switch for LTM or the gNB ignores them if received.


Figure 21: Possible signalling flow for option 2 of LTM HO

Option 3 (Update of K-gNB post-inter-CU LTM): Details of this option are not entirely clear as there is no signalling between the CN and UE for NCC coordination.  It seems to be based on a rule of UE autonomously increasing the NCC after every LTM cell switch based on some indication of inter-CU LTM to the UE which is expected to keep the UE and network in sync.  However, there is no current network implementation requirement that NCC has to be incremented by 1 every HO (e.g., network may perform an intra-gNB path swich for network implementation reasons).  This option ensures that new security keys are used after each inter-CU LTM cell switch.  Details of inter-node key updates are also not clear to us and hence whether it meetsaligning with the principle of key freshness.   Considering the need to introduce hard coded rules potential impact on network implementation flexibility just to save one RRC message, we do not recommend this option.
Option 4 (RRC signaling for NCC value provision post-LTM): Providing the NCC value via RRC signaling after each LTM cell switch ensures security but introduces additional signaling overhead.  In some ways, it could be seen as similar to CHO in that after every LTM cell switch, when the new serving gNB performs a path switch after a cell switch, it gets a new {NH, NCC} pair from the CN and provides the UE with the new NCC value to use at the next inter-CU LTM cell switch and also updates all the candidate target cells with the new key.



Figure 32: Possible signalling flow for option 4 of LTM HO
With the limited number of NCC values available, horizontal key derivation presents a viable solution for managing key updates without extensive reconfiguration. This approach simplifies key management while ensuring sacrificing security, especially for LTM cell switch between the same two CUs as key separation is not possible even with veritical key derivation.  For the pre-configuration option 2, this allows more than 7 LTM cell switches between pre-configured cells without running out of NCC values. 

Considering the trade-offs associated with each option, the following two approaches can be used, the difference between the two approaches is whether to have CN impact or not :
	Aspect
	Minimal Signaling and Delay Approach (CN Impact Allowed)
	Simplest Approach (CN Impact Not Allowed)

	Objective
	Minimize signaling and delay for LTM cell switch overall in radio and interwork interface.
	Provide the UE with the NCC value for the next LTM cell switch immediately after every cell switch.

	
	
	

	Radio Interface Signaling
	The UE and all the candidate gNBs are pre-configured with all necessary configurations for candidate cells. The actual cell switch only involves an RRC Reconfiguration complete message to indicate the completion of the HO to the network (needed in all options).
	Requires CN signaling (path switch), update of the keys for every candidate gNBs and a UE RRC signaling for each LTM cell switch, which is simpler/smaller than providing a full RRC reconfiguration message.

	Preconfiguration for UE
	The UE must be preconfigured with all candidate cells' NCC values.  Horizontal key derivation is used for LTM cell switch between cells of the same CU.  There is no need for additional signalling to the UE to update keys during LTM cell switch.
	RRC signalling is required after every LTM cell switch.  UE has to be updated with new NCC value to be used for the next LTM cell switch. 

	Handling Limited NCC Values
	Uses horizontal key derivation to prevent having to provide reconfiguration messages to update the NCCs and retrieving new {NH, NCC} pairs from the AMF, as the number of NCC values available is limited (effectively 7), and UE may move back and forth between the same cells.  This allows more than 7 LTM cell switches without the need to update the keys in the UE or the candidate gNBs
	Not specifically addressed, but the approach involves providing a new {NH, NCC} pair after every cell switch, which implicitly handles the limitation of NCC values by ensuring the UE always has the appropriate NCC value for the next switch without needing to manage or update NCC values.

	Network Signaling and Associated Delay
	The AMF must provide a set of {NH, NCC} values to the gNB, requiring changes to the CN. This approach does not provide key separation as the source gNB has visibility of the keys used in all candidate cells
	The AMF provides a new {NH, NCC} pair for the every Path switch procedure as today (i.e., no CN impact). The new keys are then distributed to all candidate gNBs, and the NCC is provided to the UE; this should happen after every inter-CU (inter-gNB) LTM cell switch, and hence involves more inter-gNB signalling.


	Key Separation and Security Consideration
	Does not provide key separation as the source gNB has visibility of the keys used in all candidate cells.
	Not explicitly mentioned, but the provision of new {NH, NCC} pairs for each cell switch may implicitly address key separation concerns by ensuring fresh keys are used for each switch.




[bookmark: _Toc107949223]5	Conclusions and Proposals
Option 1 is the least secure as it does not provide integrity protection for the NCC value.  Option 3 is unclear and seems to depend on certain rules that reduce flexibility for the network.  Between options 2 and 4, option 4 is the most secure as it provides key separation but requires key update signaling to all the prepared gNBs after every LTM cell switch.  Option 2 minimizing signaling at the LTM cells switch as both UE and candidate cells are preconfigured and do not require a key update after every LTM cell switch, but it requires updates to CN to provide multiple {NH, NCC} pairs.  
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